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Scientific Background and Motivation
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Requirements Evaluation

SimuLizar DRACeo MiSim Hgsim MuSim

R9 CTK faultloads

R10 LIMBO support

R11 Resilience Features
R11.1 Self-healing (restart)
R11.2 Auto Scaling
R11.3 Load Balancing
R11.4 Retry
R11.5 Circuit Breaker
R11.6 Rate Limiter
R11.7 Caching

R12 Compatibility
R12.1 Cambio Scenarios

RI Uses DES
R2 Headless Mode
R3 Lightweight
R4 Paral

RS 3 Throughput
RS 4 Queue lengths
RS.5 Execution Traces

RI14 Rewry
R11.5 Cireuit Breaker
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What does MiSim do?

Service Oriented Architectures

» Message Traveling
(Failures/Timeouts/Dependencies)

 Separation of Service Instances

’ﬁo Architecture
o/ Description

Resilience Pattern Behavior

 Circuit Breaker
* Retry

Experiment
Description

Chaos Injections

» Chaos Monkey (Instance/Service Failure)
* Network Delay
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How does MiSim work? 1 {

Architecture Description : "network_latency": ".02+.002-0.001",
; "microservices": [

{

"name"”: "gateway"”,
"instances": 1,
"capacity": 10000,
m "loadbalancer_strategy”: "even”,

. "operations": [
[ ‘o
® 10 {
11 "name": "API_Endpoint”,

gateway A B 12 "demand": 1,
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How does MiSim work? 1 {

Architecture Description 2 "network_latency": ".02+.002-0.001",
3 "microservices": [

{

"name": "gateway",

"instances": 1,

"capacity": 10000,
"loadbalancer_strategy”: "even”,

.@ 9 "operations": [ ... ],
o )_° 21 "patterns": [
= {

gateway A B

“"type": "retry",
"strategy": {
“type": "linear"
}
27 }
28 ]
29 &
0 "name": "Service_A" ...},
"name": "Service B" ...}
]
}
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How does MiSim work?
Experiment Description
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How does MiSim work?
Experiment Description

Architecture Tradeoff Analysis Method (ATAM)
Scenario

a= (o),

—
{1
D

"name": "SSP Demonstration",

"description”: "Shuts down 2 instances of Service_A at 45 STU.",
"report_location": "SSP_Report/",

"duration": 130,

"seed": 42,

"artifact": "Service A",

"component": "API_Endpoint",

"stimulus": "LOAD src/test/resources/SSPExample/SSP_Limbo.csv AND KILL 45",
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11



Output

l raw

2 55P Demonstration_debug.html

B [[Service B#1_|0]_Requests

B [Service B21_10

B I[Service_B#1_10]_Reque: tingForDependencies.csv
Simulation Traces B lservice B

B I[Service B#1 10] State.csv

B R{AIRes

2 55P Demonstration_error.html
2 55P Demonstration_report.html

2 55P Demonstration_trace.htrml

B RIAPI_Endpoint#1]_R
B RIAPI_Endpoint1] R

experiment.json - EX pe riment Co Py B RMRetryTimings

architecture.json

rnetadata.json B sigateway]_Instanc
. S[5ervice_A]_Instance

B s[Service B] InstanceCount.csv

GeneratorData.py

InstanceCounts.py

|
|
|
& CPU_Usage.py
I
I
I
I
I
|

RequestsinSytem.py — Analysis Scripts— InstanC(_e Count
ResponseTimes.py Service_A
util.py
requirements.tet 54
D B T T T T T T T T

T T
0 12 24 36 48 60 72 84 96 108 120
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Extensibility of MiSim

one of these: (optional)

Extend Listen. > Implement. > Profit.
{

. . Ilt n . n tt t n .
ServiceOwnedPattern IRequestUpdateListener ..cﬂﬁiig..f';‘"‘ Srn-type e

"field1": 5,
"field2": "5.3+-2"

InstanceOwnedPattern 1,
"strategy": {

"type": "<strategy_type_name>",
c c "config": {
ExperimentAction "strategy_fields": "42",

"strategy_fielda": "c://"

Architecture Parser
instantiates Objects
automatically.

and
Annotate.

@JsonTypeName
(“<pattern_type_name>")
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Evaluation Plan

MiSim

Evaluation
, ' ™\
Evaluation Goal
Implementation Simulation
Quality Performance Quality

S J
4 hni N

Technique _ Requirements Running Execute Case

Code Review - Randomized Study-based
Analysis ; : .
Simulations Scenarios

G ! J
4 ) ] N\

Metric/Details (& =)

| . Feature-Set Memory Al Pattern
Code Quality Comparison Impact Behavior Chec
: Accuracy of
Usability Con.’llﬁxéit'on Simulation
Results
Algorithmic
Correctness
N\ 2]
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Evaluation Results Excerpt
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Ongoing Work

o9 =
Performance X

Improvements Container

Orchestration

Formalization
of Scenarios

Sy )
4
.

9:*
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Links and References

Where to find us:

 MiSim 3.x onwards https://github.com/Cambio-Project/resilience-simulator

« Cambio-Project https://github.com/Cambio-Project

References:

[1] Sebastian Frank, Alireza Hakamian, Lion Wagner, Dominik Kesim, Jéakim
von Kistowski, and André van Hoorn: Scenario-based Resilience Evaluation and
Improvement of Microservice Architectures: an Experience Report. FAACS@ECAS 2021

[2] L. Wagner. Simulating Scenario-based Chaos Experiments for
Microservice Architectures.

[3] L. Bass, and P. Clements, and R. Kazman. Software Architecture in Practice.
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Extensibility in MiSim
Retry Example

"retry",

Expects Strategy Is reqgistered as
Definition network listener.

AJsonTypeName("jittering")
public class JitteringExponentialBackoffRetryStrategy extends ExponentialBackoffRetryStrategy {
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What does MiSim do?
a o2e
Input Simulation

Service Orientated Architectures

» Message Traveling (Failure/Timeouts/Dependencies)
* Separation of Service Instances

Resilience Pattern Behavior

97 ArCh |te.Ct-U re * Circuit Breaker
o/ Description - Retry

Chaos Injections

» Chaos Monkey (Instance/Service Failure)
 Network Delay

Experiment
Description (Multicore) CPU Scheduling

LIMBO Load Models

MiSim — A Lightweight and Extensible Simulator for a Scenario-based Resilience Evaluation of Microservice Architectures

Output

Simulation Trace

Raw Metrics

* Instance Counts
*Response Times
* CPU Usage

Analysis Scripts

Dependency Graph
(soon)
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Scientific Background and Motivation
Roots of MiSim

input

extraction

execution

Architectural
Information

System

Simulation

input

Experiment real |[]

Workload

Faultload

Orcas Decision

generation

Engine

Experiment  sim It

Workload

Faultload

results

generation

Requirements

Specification

of 24 Requirements
for the Simulator

results

ORCAS Project:

Leverage Simulation for
Efficient Resilience Evaluation

Cambio-Project:

Using ATAM Scenarios to describe
Resilience requirements.
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What does MiSim NOT do?

Storage Medium/Hardware
Simulation

Hypothesis/Model Checking

Preprocess Data

MiSim — A Lightweight and Extensible Simulator for a Scenario-based Resilience Evaluation of Microservice Architectures 10/11/2021 23



Architecture MiSim 3.0

. selects
. . i -employs---------m-mmmmeon- » :LoadBalancing- ~
(excluding parsing and data collection) Strategy
: :ChaosMonkey :CPU
handling instance 4
:LoadBalancer o
Instance owns
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v J shutdown K
5 Monk forces Instance Mi ) creates Inst Kil Kill Mi icelnst submit
:SummonerMonkey spawning —>» :Microservice creates Instance Ki ills—> :Microservicelnstance | Request
.- »
trigger
_owns cre start
‘AutoScaler &« Start
checks for RequestHandling- {l
scaling opportunities Process

1. ask for handling instance

:NetworkDelay injectsDelay—» ll?;re;qcueesitSendlng-

2. submit at handler

%

en @ r:in star

Subprocess E

:Generator

reschedule for
next Request

Architecture >
Component/Class Data/Request Path ’—‘ send
UserRequest
Architecture on answer
Event —) received,
Behavioral notify finished
Relationship (fail/success)
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Software Scenarios — Example

4 N
‘:>[a] — .|||f7\

_ Source Stimulus Artifact Response Response Environment
Scenario Measure
Triggers a lot i i 1. Handle the ; Regular
Wage g9 Microservices - ) Response-Time <= 1s Service
Clerks of A-D calculations o 9994 of Requests Hours
Calculations in time

N
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)\ necessary

v 4 j
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Modification of MiSim 2.0

<>
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Enforce Strategy
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Feature-Set Comparison of MiSim 2.0 and 3.0

MiSim 2.0 MiSim 3.0 I

R1 (uses DES)

R2 (headless mode)

R3 (lightweight)

R4 (parallel runs)

R5 (output metrics)
R5.1 Response Times

R5.2 Error Rates

R5.3 Throughput » Most requirements are now satisfied

R5.4 Queue lengths
R5.5 Execution Traces
R6 (raw output)
R7 (common architecture desc.)
R8 (case study faultloads)
R9 (CTK faultloads)
R10 (LIMBO support)
R11 (resilience features)

« R5.2, R5.3 and R11.1 are achievable with little
additional manual effort

« R11.7 Caching was not implemented as

R11.1 Self-healing (restar) simulated request currently don’t contain

R11.2 Auto Scaling
R11.3 Load Balancing
R11.4 Retry

R11.5 Circuit Breaker
R11.6 Rate Limiter

content

R11.7 Caching

R12 (compatability)
R12.1 Cambio Scenarios
R12.2 Resirio [Zor21]
R12.3 TransVis [Bec21]

IR S
l ‘ I : I
14
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How does MiSim work?
EXpe“ment DeSC”ptlon "simulation_metadata": {

"name": "SSP Demonstration",
"description": "Shuts down 2 instances of Service_A at 60 STU.",
"report_location": "SSP_Report/",

RESI|Ience Test "duration": 120,

K “seed™: 42
°
° E

"generators":
{
"type": "limbo",
"config": {
"arrival_time": 0,
"model": "src/test/resources/SSPExample/SSP_Limbo.csv",
"target_operation": "gateway.PING"

1T !
XX

"named_monkey": {
"type": "chaos_monkey",
"config": {
"microservice": "gateway",

"name": "SSP Demonstration",

"description": "Shuts down 2 instances of Service_A at 60 STU."
"report_location": "/SSP_Report/",

"duration": 120,

“instances": "2"

"Service_ A",
"compone : "ALL ENDPOINTS",
"stimulus": "LOAD src/test/resources/SSPExample/SSP_Limbo.csv AND KILL 2@60",
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________________________________ Specification
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Scenarios | !

Requirements S SOFTWARE :

| SYSTEM :

____________________________ @ Verification i Architectural 5

N E Reconfiguration !

X i Chaos | ;

. : Experlmentg : Transient !

Model Reasoning | ‘ :‘ Behavior ,:

. Checking Model ' o
A (()) h @

Suggestions Event Detection Monitoring
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